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ABSTRAK

Nama . Raihan Sabig Rabbani

NIM : 0110217040

Program Studi  : Teknik Information

Judul :  ANALISIS KERENTANAN KEAMANAN APLIKASI

MANAJEMEN ASSET BERBASIS WEB MENGGUNAKAN METODE ISSAF
(INFORMATION SYSTEMS SECURITY ASSESSMENT FRAMEWORK)
STUDI KASUS PT.XYZ

Tugas Akhir/Skripsi ini membahas tentang kerentanan keamanan menjadi topik
penelitian ini dikarenakan setiap produk informatika yang dibangun/dibuat seperti
website, aplikasi android dan lainnya memiliki kerentanan keamanan. Penelitian ini
dalam mencari kerentanan keamanan menggunakan ISSAF (Information System
Security Assessment Framework) versi 0.2.1B untuk menganalisa apa saja
kemungkinan kerentanan kemanan pada aplikasi web manajemen asset milik
PT.XYZ dengan berbasis framework laravel versi 8. Pendekatan penelitian ini
menggunakan blackbox testing dan whitebox testing, adapun alat bantu yang
digunakan sistem operasi Windows dan Windows Subsytem Linux versi 2 (WSL2)
sehingga membantu masyarakat yang kurang familiar dengan sistem operasi
sumber terbuka. Hasil dari penelitian ini bahwa aplikasi manajemen asset berbasis

web PT.XYZ memiliki kerentanan keamanan yang tinggi.

Kata kunci: Web, ISSAF, Kerentanan, Keamanan, Laravel, WSL2
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ABSTRACT

Name . Raihan Sabig Rabbani

NIM 0110217040

Study Program : Informatics

Title : ANALYSIS OF WEB-BASED ASSET MANAGEMENT

APPLICATION SECURITY VULNERABILITY USING THE ISSAF
(INFORMATION SYSTEMS SECURITY ASSESSMENT FRAMEWORK)
METHOD CASE STUDY OF PT.XYZ.

The focus of final research is about security vulnerabilities which is the topic of this
research because every informatics product that is built/made such as websites,
android applications and others has security vulnerabilities. This research is looking
for security vulnerabilities using ISSAF (Information System Security Assessment
Framework) version 0.2.1B to analyze what are the possible security vulnerabilities
in PT. XYZ's asset management web application based on the Laravel version 8
framework. This research approach uses blackbox testing and whitebox testing, as
for the tools used by the Windows operating system and Windows Subsystem Linux
version 2 (WSL2) to help people who are less familiar with open-source operating
systems. The results of this final research show that PT. XYZ's web-based asset

management application has a high security vulnerability.

Keywords: Web, ISSAF, Vulnerability, Security, Laravel, WSL2
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